Q 1 (a) Describe the Software Waterfall Lifecycle Model.

The “Waterfall Model’ s an early linear wmodel tihat representy a
methodl ay to- how software can e developed. I+ was developed by
Wuntonw W. Royce un 1970 v iy paper "Managing the Development
of Large Software Systems). The main stages of tHhe “Waterfall Moolel’

are
System Reguivements: ldentfify, select and docwment functional,
seheduding and funanciol requirements.

Software Requirements: ldentify, select and. docuwment Hre software
features necessary to- sotisfy the system reqguinvements.

Analysis. Metrodically work Huoughv the details of eaci requisrement:

Progromw Design: Use programming fechuniques to- design softwore ool
hardwore within the constrainty and objectives set i the earlier
stoges.

Coding: Implement Hre progrom as designed. un Hre earlier stages.
Testing: Test the software and record the results

Operations: Deliver, unstall and configure e completed software.



3(b) Explain what a Denial-of Service Attack is, including an example.

Makes the “victn’’ computer wnavailable to- Uy wsers: Typleally wsed
on computers Hhat act ay Welr Servers: Works by making tive “victim’
computer perform o tosk over and over agoin, thus preventing ot from
doing otiher jobs: For example, Uf the computer s supposed to- take
ordery from customers, and He furst step W for the “viectun’’ computer
to- Lentify Uself to- e cwstomer computer, a DoS attack might keep
making the “viectun’’ computer lentify uself and Hherefore unabple to-
do- othver work.

For example, a HTTP POST DoS attackiA legitimate HTTP POST
header, wirch uncludes a 'Content-Lengtit fleld to- specify tie size of
the message body to- follows However, tive attocker Hhen proceeds fo- senol
the actual message body at an extremely slow ratfe (eg. 1 byte/110
secondy). Due to- the entire message being complete, the tavget server
wlll attempt-to-ohey the 'Content-Lengtii fleld un the header, and wait
for the entfire body of He message to- be tromsmitted, wirich can take o
very long tume. The attacker establishes haundireds ov even thowsandy
of smeh connections, untll all resources for uncomung connectlons on
Hie server (the victm) are wsed wp, hence making any fuartiver
(nclunding legitimate) connections umpossible wntil all datoe Ivas been
sent:



